CERTIFIED SECURITY PRINCIPLES

a. Course Overview
The redefinition of the wotld of work and business which is now characterised by remote working/working
from home, online conference meetings, e-commerce, online education, among others in efforts to reduce
physical interactions because of Covid-19, have impacted on the increasing cases of cyber-attacks targeting
users of computer systems.

The Certified Security Principles Training is an international non-technical certification programme which
provides universally acceptable standards and practices to ensure security of digital assets that bother on end
users and employees. It will provide practical skills needed in applying and implementing user knowledge of
security concepts and controls to ensure the Confidentiality, Integrity & Availability of data.

Participants who complete this training will not only have a full understanding of cybersecurity ethics and skills
to become valuable assets in their workplaces but will have set the pace for a cybersecurity career path.

b. Course Contents
The course will cover the following training modules:

1. Introduction to IT Security 6. Application Security for Non-Developers

2. Risk Management 7. Managing Server/Host Security

3. Understanding of Cryptography 8. Understanding Mobile Device Security (IoT)
4. Understanding Identity and Access Management | 9. Managing Day to Day Security

5. Managing Data Security 10. Understating Compliance and Auditing

c. Target Participants

Security/Law Enforcement, I'T Security Managers/Officers, Risk & Compliance Officers, Accounts/Audit
Professionals, Systems Administrators, Professionals in Cloud Technology/Systems, Graduates/Students of

Tertiary Universities, employees interested in starting a career development course in cybersecurity.
COURSE SCHEDULE
Date: Monday, March 15t — Friday, March 5t 2021
Venue: Kofi Annan International Peacekeeping Training Centre (KAIPTC)
Course Fees: Local (Ghanaian-Based Citizens) — GHS 2,500.00 & USD400 (Exam fee)
International Students — USD 440

HOW TO APPLY
Call: 0501 304836

Email: training(@e-crimebureau.com / henry.nditsi@kaiptc.org

e-Crime Academy is the training arm of e-Crime Bureau

Tel: +233 (0)802 999981/501 304836 Email: training@e-cimeburean.com Website: www.e-crimetrainingacademy.com
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